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1 BACKGROUND TO THE PREPARATION

Finland’s eHealth Road Map is a follow-up to a national strategy launched in the mid-1990s. The
Ministry of Social Affairs and Health published the *Strategy for utilising information technology
in the field of social welfare and health care in Finland’ in 1996. Its underlying principle was the
development of seamless service chains, which was considered to require the extensive introduc-
tion of new technology, the creation of new types of information system architectures, and better
compatibility between information systems.

Following on from the strategy, a regional architecture was outlined to enable the regional in-
tegration of client information systems from various suppliers on the basis of messages conveyed
between the systems and a ‘reference directory’. The reference (‘patient record location reference
information’) here originally comprised data indicating which information system contained the
actual electronic patient record required. The method chosen for integration was message handling
rather than database integration, for instance. The message handling concept dovetailed with use
of standards in the HL7 standard family,?> which was already in widespread use in Finland at the
time. Regional implementation began in Satakunta in 1998 and was then extended to the Hospital
District of Helsinki and Uusimaa (HUS) and the Pirkanmaa region. To support regional deploy-
ment, the Act on Experiments with Seamless Service Chains in Social Welfare and Health Care
Services was enacted for the period 1 January 2001 to 31 December 2003. This period was later
extended, and nearly all municipalities and hospital districts brought themselves into its domain.
However, the regional implementation involved somewhat differing architectures, and what was
to have been a reference directory became in practice a detailed data directory.

In 2003, a national electronic patient record system development project (2003-07) was set up
as part of the National Health Programme. According to the Government Resolution of 11 April
2002, an integrated national electronic patient record system was to be introduced by the end of
2007. Implementation was organized through the working group steering the introduction of elec-
tronic patient records appointed by the Ministry of Social Affairs and Health. This working group
outlined a national implementation strategy for electronic patient records, which was published in
1/2004.3 In a follow-up report* (1/2005), the principal requirements to which all electronic patient
record systems should conform were published. Appropriations in the central government budg-
et for regional development projects to implement these requirements totalled EUR 10 million in
2004, EUR 10 million in 2005 and EUR 5 million in 2006. A further EUR 5 million is budgeted for
2007. Also, municipal actors have at least matched this funding for development projects, which
have been organized around system suppliers as project clusters coordinated at the national level.

The electronic patient record system development project demonstrated that centralized serv-
ices at the national level are needed in addition to standardization of basic information systems and
regional systems supporting their integration. The national-level services were defined in the na-

! Sosiaali- ja terveysministerio: Sosiaali- ja terveydenhuollon tietoteknologian hyddyntdmisstrategia. Tyoryhmé-
muistioita 1995:27. Helsinki 1996. [Ministry of Social Affairs and Health]

2 HL7 = Health Level 7, an international organization for agreeing on the standards required for universal health
care integration.

8 Sosiaali- ja terveysministerio: Sahkdisten potilasasiakirjojen valtakunnallinen maérittely ja toimeenpano. Tyory-
hmémuistioita 2003:38. [Ministry of Social Affairs and Health]

4 Sosiaali- ja terveysministerid: Sdhkoisten potilasasiakirjajarjestelmien toteuttamista ohjaavan tyéryhman lop-
puraportti. Tydryhmamuistioita 2004:18 [Ministry of Social Affairs and Health]
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tional architecture formulated by the POKA working group in 1/2006.5 At the same time, develop-
ment guidelines for information management cooperation between local and central government
were drafted within the Information Society Programme (KuntaTIME). In this context, the crea-
tion of a centralized electronic archive for the health care sector emerged as an important spear-
head project.®

The Information Society Programme ministerial committee chaired by Prime Minister Matti
Vanhanen outlined the basic precepts of the national health care information system architecture in
March 2006. These were incorporated into bills, which were submitted to Parliament and passed
into law in December 2006 (Act on the electronic processing of health care and social welfare cli-
ent data, HE 253/2006 [hereinafter the Client data act], and Act on ePrescriptions, HE 250/2006).
The legislation requires health care organizations to join the national information system architec-
ture within a specified transition period; this architecture’s essential services include archiving and
distribution of electronic patient records, a national prescription database, an electronic certifica-
tion service for health care professionals, and a maintenance service for classifications, codes and
terminology. Detailed specification of these national services will be completed in February 2007,
and the services will be put online between 2007 and 2010.

A national social welfare IT development project has been launched alongside the parallel
project in the health care sector.” The solutions to be applied in the social welfare sector will fol-
low those in the health care sector, as applicable.

In its communication on the eHealth Action Plan (COM 2004(356)), the Commission of the
European Communities proposed that Member States should draw up eHealth Road Maps by the
end of 2006. The Commission also put forward European targets for eHealth.

The purpose of this eHealth Road Map is to summarize the major national policy outlines dur-
ing the past ten years and to chart future challenges, and also to present Finland’s strategic out-
lines with regard to the European targets set by the Commission. The Road Map was drawn up
by a working group appointed by the Ministry of Social Affairs and Health (STM). The working
group (STM017:00/2005) met between 21 March 2005 and 31 December 2006 and comprised the
following experts: Senior Medical Officer Eero Lahtinen, STM (chair); Ministerial Adviser Ralf
Ekebom, STM (deputy chair); Ministerial Adviser Carin Lindqgvist-Virtanen, STM; Ministerial
Counsellor Heikki Savolainen, STM; Senior Officer Noora Heinonen, STM, and after her resigna-
tion from the Ministry, Senior Officer Merja Huovinen, STM; Senior Medical Officer Antti Huu-
nan-Seppald, Social Insurance Institution (KELA), replaced as of 19 May 2006 by Senior Medical
Officer Kyosti Haukipuro, KELA; Research Professor Juhani Eskola, National Institute of Pub-
lic Health (KTL); Development Manager Paivi Hamaldinen, National Research and Development
Centre for Welfare and Health (STAKES); Development Manager Ritva Larjomaa, Association of
Finnish Local and Regional Authorities; Special Advisor Pentti Itkonen, STM; Senior Officer Pirjo
Sarviméki, STM; and Senior Adviser Tero Kuitunen, Ministry of Trade and Industry. Each mem-
ber had a personal deputy member. Those deputy members who participated in meetings were:
Senior Officer, Legal Affairs Johanna Huovinen, STM; Press Officer Eija Hukka, KTL; Assistant

5 Sosiaali- ja terveysministerio: Terveydenhuollon valtakunnallisen tietojarjestelméaarkkitehtuurin periaatteet. Al-
ueellisista ratkaisuista kansalliseen kokonaisuuteen. Selvityksia 2006:8. Helsinki 2006. [Ministry of Social Af-
fairs and Health]

& Valtioneuvoston kanslia: Kuntien ja valtion tietohallinnon yhteisten menettelytapojen ja koordinoinnin kehit-
tdminen. Kehittamistydryhmén loppuraportti. Valtioneuvoston kanslian julkaisusarja 10:2005. Helsinki 2005.
[Prime Minister’s Office]

7 Sosiaali- ja terveysministerio: Tietoteknologian kdyton edistaminen sosiaalihuollossa —hankesuunnitelma. Mon-
isteita 2005:1. Helsinki 2005. [Ministry of Social Affairs and Health]



Director Jorma Jarvisalo, KELA; Senior Adviser Riitta Masukoski, Ministry of Trade and Indus-
try; Ministerial Counsellor Lauri Pelkonen, STM; EU Assistant Satu Koskenkorva, STM; and Re-
search Professor Pekka Ruotsalainen, STAKES. Professor Ruotsalainen also wrote up the Road
Map. The working group consulted the following experts: Hannu Hamal&inen, director of innova-
tion strategy project, STAKES; System Manager Helja-Marja Ketola, KELA; and Senior Medical
Officer Matti Ojala, STAKES. The secretary of the working group was Project Manager Annakaisa
livari, STM. The working group met seven times.
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2 DESCRIPTION OF PRESENT STATE (SWOT)

Vis-a-vis the development of eHealth, Finland has several strengths. There is already a compre-
hensive basic IT infrastructure in health care. Electronic patient records are in use at almost every
health centre. In special medical care, most units have introduced electronic patient records, and a
number of units are in the process of doing so. Patient data are increasingly transmitted electroni-
cally between health care organizations; in some hospital districts, almost all referrals and nursing
summaries are sent electronically. In imaging, regional transfers of radiological images are already
routine. There are also various regional solutions for access to patient data between different data
controllers. Doctors have access to the Internet and can use a variety of support and consultation
services in their decision-making process. The Duodecim health portal is widely used. ‘Best treat-
ment’ recommendations are also available online. Health care personnel have a high level of IT
competence.

Another of Finland’s strengths is that the health care sector has widely adopted a uniform set of
procedures for data processing. The tradition of the cumulative hard-copy patient record extends
back several decades. There are comprehensive instructions on the markings to be entered on doc-
uments and on the use and disclosure of medical data, and the principles of data protection are well
known. Patient document procedures are provided for by act and decree. The legislation has only
just been revised to cover the needs of electronic data processing. Political commitment is also sig-
nificant for the development of eHealth, and recent Governments have focused on strengthening
the information society. There is thus strong political support for the introduction and steering of
IT in the health care sector.

The social welfare sector has extensive experience in the use of IT in insurance procedures, and
citizens have a high level of confidence in these information systems. There are already national
registers in place in Finland, and there is a long and established procedure for the unique identifi-
cation of individuals.

The weaknesses in the system are largely due to the structures of the Finnish health care sys-
tem, which contribute to decentralized decision-making. Shortcomings have been noted in coop-
eration between health care service providers. The statutory requirement for local authorities to
provide health care services has led to overlapping IT investments and to difficulties in integrating
local IT solutions. Proprietary patient record systems are closed systems, effectively preventing
interfacing. In proprietary information systems, patient records currently do not exist in a struc-
tural format (in other words, they are stored in company-specific relational databases) and are thus
not suitable for interoperability. There are considerable deficiencies in terminological uniformity
between patient record systems. Information systems have been seen primarily as systems for in-
formation collecting and documentation, with little support for work processes or client manage-
ment. Current patient record systems do not have appropriate facilities for long-term data storage.
Because a data register is bound by law to the operating unit which maintains it, management of
information disclosure has been unduly complicated. There is no clear steering system for infor-
mation management in the health care sector. Apart from the legal provisions, there has only been
project-based steering of development efforts. Project funding is available from several sources
which are not mutually coordinated, and this too has made it difficult to undertake development
and to achieve the nationally defined targets.

Despite the numerous strengths identified, full use of the productivity benefits of investments
has not been made in terms of the basic aims of health care and the promotion of health. Another
weakness is that the viewpoint of the individual citizen has been of secondary importance in devel-



opment efforts. There are precious few public-sector health care e-services aimed directly at indi-
vidual citizens. Although all Finnish citizens can obtain a FINEID card and thereby engage in se-
cure e-transactions,? this opportunity has been only used minimally so far. The new legislation will
bring several fundamental improvements in the status of citizens and of patients. One of the most
important challenges in health care is the quality of services. Information systems provide good
tools for quality improvement and monitoring, but existing information systems do not support
quality management. Another weakness is that monitoring of the debate and development trends
at the European level is under-resourced and inadequately organized. Participation in preparatory
groups at EU level has been sporadic, and it has not been possible to provide national decision-
makers with a comprehensive analysis of European policies important for Finland.

The new legislation and the national information system architecture and new steering system
to be based on that legislation open up many new opportunities for developing eHealth. Patient
information will be available in real time whenever the treatment relationship and patient consent
allow, and this will improve the continuity, quality and patient safety of services. Structurally uni-
form entry, storage and transfer of data make data easier to find and easier to reuse. Structured in-
formation will also enable the introduction of smart support systems for decision-making directly
in medical care situations. The supra-organizational availability of data will enable the introduc-
tion of new procedures and agreements on cooperation and division of duties between organiza-
tions in the health care system. The centralized archive system will enable patients to view data
and usage logs pertaining to themselves. This will increase the potential for citizens to participate
in their medical treatment and, consequently, increase citizens’ confidence in the system. Central-
ized services make planning, monitoring (including real-time statistics) and management much
easier and also open up new opportunities for research. International cooperation is easier to or-
ganize when national systems are uniform. Uniformity also means that the IT infrastructure can be
built more cost-effectively while ensuring a high level of data security.

There are also several threats involved in the construction of a national information system ar-
chitecture and centralized services. These have to do with the difficulty of anticipating the costs of
the system, the technical executability of the design, the timetabling of implementation and the ac-
ceptability of the system among the various interest groups. The principal factor in gaining the ac-
ceptance of citizens is ensuring privacy protection. The 24/7 functioning of archive and certificate
services in particular is critical for the functioning of the entire system in centralized national serv-
ices. The accessibility of the system faces the underlying information systems with challenges, as
they must be capable of efficiently processing the retrieval of information deriving from the patient
registers of various organizations and stored in a central archive. Another critical threat to the ac-
ceptability of the entire architecture from the user’s point of view is in the usability of the system,
i.e. response times, ease of retrieval, finding the relevant data among huge masses of information,
processing patient consent and using electronic signatures.

A more detailed description of the IT in use in the Finnish health care sector and the penetration
of various solutions has been published in Finnish in the report Informaatio- ja kommunikaatiote-
knologian kayttd Suomen terveydenhuollossa vuonna 2005° and in English in the report eHealth
in Finland —Checkpoint 2005.%

8 FINEID = Finnish Electronic ID. Also referred to by its Finnish acronym HST.

® Winblad llkka, Reponen Jarmo, Hamaldinen Paivi, Kangas Maarit; Informaatio- ja kommunikaatioteknologian
kaytt6 Suomen terveydenhuollossa vuonna 2005. Tilanne ja kehityksen suunta. Raportteja 7/2005. Stakes, Helsin-
ki.

10 Hamaldinen Péivi, Reponen Jarmo, Winblad Ilkka: eHealth in Finland —Checkpoint 2005. Reports X/2007.
Stakes, Helsinki.
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3 FROM PRESENT STATE TO TARGET STATE

3.1 Strategic focus areas for development

Finland's strategic choices are:

1. To ensure the availability of information for patients undergoing treatment, regardless
of time and place, in both public and private health care. The means to achieve this
include comprehensive digitization of customer data, development of the semantic and
technical compatibility of electronic patient record systems for the entire content of
patient records, development of the national health care infrastructure and information
network solutions, identification and authentication solutions, electronic signatures,
and maintaining online information to support decision-making.

2. To enable the participation of citizens and patients, and ensure that citizens have access
to more information and to high-quality health information. The means to achieve this
include development of a citizen’s health information portal, access for citizens to their
own patient records, health information and log data, and development of e-services
(booking of appointments, e-discussion, e-document transfer, online consultation).

The strategy is being implemented in a legally and ethically sustainable way, ensuring suffi-
cient funding and strengthening steering and coordination. Data security and data protection con-
stitute a through-going principle in all electronic information processing, and privacy protection
based on the Personal Data Act is a central element in this. Legislation governs the continuity and
ground rules of the implementation, and in order to ensure that the legislation is enforced, the proc-
esses of the health care system are monitored, and the certification and accreditation of informa-
tion systems are ensured. Standards are applied in all functions where generally accepted and usa-
ble standards exist. All measures undertaken are based on the fundamental ethical values of health
care: all measures are intended to promote health, to prevent and treat illness, and not to cause
harm. Measures financed out of public funds benefit citizens to the value of the investment made.

The following is a more detailed discussion of the principal development measures and a com-
parison of the focus areas of development with points emphasized at the EU level (e.g. in the
eHealth Action Plan).

3.2 Interoperability

The interoperability of health care information systems — particularly patient record systems —
is an essential national aim which is re-emphasized in the legislation that will come into force on
1 April 2007. The aim is initially to attain interoperability between service providers in the public
and private sectors, and later to attain interoperability between health care systems and social wel-
fare systems. Interoperability subsumes both semantic and technical compatibility. Interoperabil-
ity is based on the application of international standards localized for Finland.

Interoperability has been approached at the national level through legislation, national recom-
mendations and specifications. Regional implementation projects have been granted government
funding, and efforts towards national coordination have been undertaken. Clients using the same



systems have been grouped into national client clusters. Project progress has been evaluated an-
nually through project reviews. The legislation-driven national architecture to be built will essen-
tially “force’ technical interoperability of the systems involved. In practice, the national archive
service will require clear messages in standard format, which will have the effect of compelling
the systems using the archive service to conform.

Achieving semantic interoperability is a good deal more challenging. There is a nationally de-
fined structure for the electronic patient record, developed on the basis of the well-established and
widely used hard-copy patient record format. There are some 30 thematic headings that have been
agreed on nationally (e.g. problems and diagnoses), including the structures, core data, classifica-
tions and codes used within them. These specifications are just being introduced in patient record
products; they will be implemented in system supplier specific clusters by 2008 and nationally co-
ordinated. In addition to the core data, there are certain speciality-specific structural data that will
be introduced by degrees. The introduction of classifications and codes has been largely agreed.
So far, the Ministry has only issued a Decree on the use of ICD10 and the Nordic Surgical Proce-
dure Classification (NSPC), while ATC classification, radiological procedure classification and the
laboratory nomenclature have been in use on a voluntary basis.

The Decree on Patient Documents will be revised in 2007 with a view to specifying the data
structures and required classifications of patient records in more detail. A national code service has
been built for the purpose of transferring codes and classifications. STAKES (National Research
and Development Centre for Welfare and Health) has been designated the responsible authority
for the maintenance, development and coordination of classifications. There is also a major train-
ing challenge involved. For medical treatment, a national model for agreeing on the structure and
classifications of patient records is being developed.

European interoperability of health care information systems has not been a focus area in Fin-
land. Generally, the aims coincide, but Finland has already to a significant extent made its own
decisions on the interoperability of health care information systems. No such decisions have yet
been made at the EU level. The Commission is preparing a recommendation on interoperability to
be issued in spring 2007.

Because Finland is quite well advanced by international comparison in the use of electronic
patient records and the national harmonization of these records, and because cooperation between
the authorities responsible for eHealth, health care organizations and system suppliers is already
well organized, Finland would be interested in participating for instance in the ‘emergency data
set’ or “medication/ePrescription” harmonization and piloting proposed by the Commission at the
European level.

Measures

Enacting the Client data act and the Act on ePrescriptions between 2007 and 2010.
Participating in standardization.

Closer cooperation between Member States (best practices). Participating in Euro-
pean-level piloting.

Active Finnish participation in essential international preparation.
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3.3 ldentification and authentication of patients and citizens

Finland has long used individual personal identity numbers (hetu) for every citizen, and today eve-
ry citizen also has an Electronic ID (satu). In e-transactions, a citizen/patient can be identified and
verified using a FINEID card and PKI.** Some 60,000 cards have been issued.

Banks provide authentication based on one-time codes (TUPAS). Online banking services are
used by about 2 million citizens.

The public administration is introducing a joint platform for online identification and payment
(VETUMA), financed out of the central government budget. The platform will accommodate FI-
NEID, TUPAS identifiers, user ID + password combinations and, at a later date, mobile certifi-
cates.

The Client data act requires reliable patient identification. A forthcoming Decree will specify
the minimum requirements for identification and authentication in various applications. The ex-
tensively used TUPAS identifiers have also been tried on a limited scale in certain health care e-
transactions projects. The development of chip cards and mobile certificates, and progress on the
European Health Insurance Card (eHIC) are being monitored.

Data security is an important aspect of development in the National Health Programme. Units
in the health care sector are required to apply a uniform data security policy based on the ISO
27799 standard.

Measures

Instructions by Decree.
Introduction of a uniform platform for electronic identification.
Distribution of FINEID cards and introduction of advanced mobile identifiers.

Monitoring of European developments. Management of European identity through
an interlinking of national solutions.

3.4 ldentification and authentication of health care professionals

The Client data act requires the National Authority for Medicolegal Affairs (TEO) to administer a
certification service for health care professionals. This service will involve a smart card and a na-
tional PKI system. Over half of all hospital districts are already introducing a professional ID card
enabling strong authentication. In the future national architecture, use of TEO certification serv-
ice will be compulsory. The determination and administration of user authorizations will be left
to be implemented at the local level. The aim is to introduce role-based and rule-based authoriza-
tion management based on international 1SO standards. Single Sign-On (SSO desktop integration)
must also be implemented at the local level; at the regional level, directory-based user-rights man-
agement (LDAP) will also be needed.

11 PKI = Public Key Infrastructure, an encryption method where a pair of keys is generated which is then used as
the basis for encryption algorithms.



Finland and the EU have coinciding aims regarding the identification of health care profes-
sionals. However, deciding how to implement identification and authentication of professionals at
the European level is a major challenge, and planning work should be launched urgently. It should
be possible to interlink national certification authorities at the European level, and Finland should
participate in efforts towards European harmonization in this field.

Measures

Enactment of the Client data act, the Act on ePrescriptions and the national informa-
tion system architecture.

Participation in European efforts towards harmonization.

3.5 Naming, identification and authentication of operating units

The national information system architecture requires all operating units to be designated with a
unique identifier (ISO/OID code). Units will be certified by a national certification authority for
e-transactions. Organization authentication was tried out in the ePrescription pilot project in 2005
and 2006. STAKES maintains the health care unit register and instructs operating units on the is-
sue of OID codes. So far, the unit encoding is not comprehensive, and the related responsibilities
and procedures have not been agreed on in detail. Private service providers get their codes from
the licensing authority. The unit register is being maintained on a national code server as required
for the national architecture.

At EU level, there are no comparable aims regarding the identification of operating units, even
though organization identification is an absolute necessity for electronic exchange of information
between organizations. Finland should actively export information on its experiences and partici-
pate in drafting of the necessary specifications at the EU level.

Measures

Implementation of the above as part of the implementation of the national architec-
ture. Requires binding instructions.

Finland is active at the European level in developing the identification and authenti-
cation of operating units.

3.6 Electronic signature

Electronic signatures are provided for by law (Act on Electronic Signatures 14/2003, Client data
act HE 253/2006).

The national architecture requires that patient documents be signed electronically before being
deposited in the archive. Electronic signatures will be created on a decentralized basis, in the units
that generate the records to be signed. The architecture specifications and the Decree on Patient
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Documents, to be amended, will need to specify how extensively personal signatures will be re-
quired, when a server signature will be sufficient, and what the role of electronic signatures created
by the national archive will be. ePrescriptions will always need to be signed personally. Electronic
signatures on patient consent documents will require the FINEID card to be in widespread use.

The present position is that some health care organizations have experimented with electronic
signatures. Server signatures are not yet being used.

There is an EU directive defining the requirements for electronic signatures. The European
model for electronic signatures requires development, however. Finland considers that the signa-
tures of health care units and professionals should be accepted throughout Europe.

Measures

Implementation of the above as part of the implementation of the national architecture.

Reinforced cooperation at the EU level.

3.7 Infrastructure and information network

There is no separate national information network for the health care sector in Finland. The infor-
mation networks in use are based on network services sourced from commercial operators. The
public sector has several regional information networks. Some service providers use municipal
information networks or regional network services. Certain units employ customized communi-
cation solutions. The Association of Finnish Pharmacies and the University Pharmacy have their
own information networks, and there are company networks in the private sector. KELA (Social
Insurance Institution) has a national information network of its own. The Public Authority Net-
work (VIRVE) is used for instance by paramedics. Citizens have access to broadband services
from commercial service providers and to three national GSM mobile phone networks.

Under the new legislation, the following national health care information services will be main-
tained by KELA:

. patient record registering and directory services

. archive
. consent management services, logging and monitoring services
. prescription database

TEO will provide certification services for health care professionals and organizations. The
Population Register Centre will maintain certification services for citizens.

The national information system architecture will specify a secure message handling service to
link local and regional patient record systems, the national archive and the prescription database.

The aims of Finland and of the EU largely coincide. The transfer of confidential patient data in
the health care system requires a secure infrastructure and secure information networks. The future
European health care information network should be implemented by joining national networks
together. Finland considers that a decentralized architecture is the best and quickest approach. In



addition to technical solutions, EU-level data security policy and data protection requirements are
needed. These should be produced in open coordination, in which Finland will participate.

Measures

Implementation of the national architecture.

Development of European solutions that ensure confidentiality and data protection.
Testing and linkage of national networks.

3.8 E-services and information for citizens

So far, e-services and e-transactions have been developed on a project-by-project basis. Health
care service providers fairly universally have websites with general information such as service
descriptions, contact information, opening hours and so on. Service providers in the private sector
also have online appointment booking functions.

Some health care organizations have introduced more advanced e-transactions.

Organizations have actively developed their online services, offering expert support and virtual
discussion forums for various patient groups, for instance.

The new legislation will improve the availability to citizens of information in electronic form.
In the future, citizens will be able to access the national eArchive and retrieve their patient records
and log data on the transfer of information pertaining to them. They will also be able to review
their ePrescriptions.

The National Public Health Institute is building a health information portal for citizens
(tervesuomi.fi). This portal will provide citizens with high-quality health information, which will
for instance help them in reading their own patient records.

Solutions to support e-services for citizens should be built on top of the national architecture.
Citizens should be given reliable information on the following: health promotion; the symptoms
and treatment of illnesses; service providers in the public, private and third sectors; the content,
availability (queues), cost and quality (quality indicators) of services; and their benefits and rights.
Interactive e-services are also needed, such as appointment booking, consultation, interpreter serv-
ices, Q&A, virtual discussion forums, self-help systems for chronic illnesses, etc.

Measures

The legislation-based architecture will enable the development of e-services for citi-
zens with a uniform infrastructure.

Exploration of the legal ramifications of e-services (responsibilities, compensations,
operating procedures).

Drafting of national specifications for e-services and building of the necessary
shared information system services. Promotion of service introduction with national
funding. Enhancement of cooperation between the various bodies financing e-trans-
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action services. Drafting of certification requirements for information systems that
will be joining the national architecture.

Development and expansion of the citizens’ health portal so that it will contain com-
prehensive information on health promotion, on the symptoms and treatment of ill-
nesses, on health care service providers, and on the quality and cost of services. The
portal should also provide a channel to e-transaction services.

3.9 Quality of the work of professionals and patient safety

Measuring and monitoring the quality and effectiveness of treatment, and developing patient safe-
ty, should form an integral part of health care information systems. However, at the moment there
is no commonly used systematic monitoring of the quality of the work done by professionals in
the health care sector, with the exception of the adverse event reporting procedure in the Finnish
Health Care Register (HILMO), which covers hospital treatment. There are patient ombudsmen at
health care units, and the Provincial State Offices and TEO monitor quality on the basis of com-
plaints. Also, changes in the patient injury situation are monitored in the patient insurance sys-
tem.

Quiality systems (based for instance on 1SO 10000) have been sporadically introduced, and a
handful of units have a quality certificate.

The availability of electronic consultation and information services improves the quality of
health care. Doctors already make widespread use of the www.terveysportti.fi service. There are
also regional e-consultation services.

In the future, once patient data are recorded according to a national structural standard, in-
formation to support decision-making can be imported into treatment situations. A development
project regarding this is being pursued by Duodecim (http://www.kaypahoito.fi/kotisivut/sivut.
koti?p_sivusto=1434).

Finland considers that in transnational health care it is at least as important for treatment deci-
sions to be based on internationally acceptable evidence (Evidence Based Medicine, EBM) as it is
for the medical history of an individual patient to be readily available. Accordingly, Finland em-
phasizes the importance of developing good practices in the sector.

Quality standards for health care sector software are being developed. ISO TC 215 and CEN
TC 251 have jointly launched the drafting of risk management standards for health care sector
software, covering the design, implementation, use and migration of software.

Measures

Use of national funding to develop uniform treatment instructions and information
to support decision-making.

Provision of compatible information for citizens on the quality of health care at var-
ious units.

Participation in the standardization of risk management in health care sector soft-
ware.




3.10 Developing health care statistics and monitoring

Going over to an electronic patient record that is interoperable in structure and uniform in content,
and having information available at the national level, will in many ways improve and add poten-
tial to up-to-date monitoring of health care services and of the health of the population. This, in
turn, will enable earlier anticipation of the steering and health care policy measures required.

Measures

Taking the potential afforded by electronic patient records into account when devel-
oping statistics and health monitoring.
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4 \WAYS OF IMPLEMENTING THE STRATEGY

4.1 Legislation and ethical sustainability

The following is a hierarchical list of the principles, law and regulations that govern eHealth.

General ethical principles
International law
EU data protection directive
Electronic signature directive
Council of Europe data protection convention
Council of Europe medical recommendation

National law
Personal Data Act
Archives Act
Act and Decree on the Openness of Government Activities
Act on Electronic Signatures
Act on the Protection of Privacy in Electronic Communications

Outline on service structure and municipal structure reform

Health care legislation
Act on the Status and Rights of Patients
Government bill for the Client data act
Government bill for the Act on ePrescriptions

Decree on Patient Documents

Instructions and recommendations
National architecture
National health project recommendations (patient records, data security, interfaces)
Public administration recommendations (JHS)
Measures
Administrative and technical measures

Introduction, training, monitoring



Instructions and recommendations are being specified and augmented. For example, a Finn-
ish translation of the ethical rules for IT workers in the health care sector is in preparation, and the
specifications for the national architecture are being finalized.

The principal challenge lies in the support and instructions for introduction. A national survey
of the need for learning materials and training among health care personnel has been conducted.?

The EU harmonizes national legislation through instruments such as directives. Although leg-
islation at the EU level is probably needed to govern cross-border use of health care services, it is
likely that decision-making concerning health care systems will remain at the national level. Dif-
ferent countries have very different legislation on the handling of patient records, which makes it
difficult to transfer medical data across borders. More debate and research on legal aspects of the
development of eHealth are needed at the EU level.

Measures

Enforcement of the act and the provision of more specific related instructions and
training.

Action to ensure better consideration of legal and ethical aspects in the development
of cross-border eHealth services.

Drafting of a uniform guide for designing, introducing and using health care IT sys-
tems in accordance with the legislation, regulations and instructions. This guide
would be designed to complement the certification requirements.

4.2 Funding

Procurement of the basic IT systems is the responsibility of the service providers. In Finland,
health care organiztions spend some 2% to 3% of their operating budget on IT.

Financing for health care IT projects has been provided through several channels. Coordination
of financing and the lack of permanent budget funding have proved challenging. Also, financial
management has been shown to be insufficiently effective in ensuring uniform implementation.

The Ministry of Social Affairs and Health has financed and continues to finance work on na-
tional specifications through separate budget funding (e.g. Association of Finnish Local and Re-
gional Authorities, STAKES, KELA, HL7 Association). Central government will be contributing a
total of EUR 10 million to the construction and introduction of national services (archive, prescrip-
tion centre) between 2007 and 2010. Thereafter, services will be funded through user fees.

The Ministry of Social Affairs and Health has provided EUR 5 to 10 million per year for re-
gional and cluster projects between 2004 and 2007 (50% funding contribution). ESF funding has
also been used in development projects.

Companies are responsible for funding their own R&D. The Technology Development Centre
of Finland (TEKES) provides funding for companies and consortia, for example through the Fin-
well programme, and also direct corporate funding.

12 \feikkolainen Marja, Hamaélainen Paivi: Sosiaali- ja terveydenhuollon henkil6stdn tieto- ja viestintatekniikan
koulutus- ja oppimateriaalitarve ja koulutuksen kehittdmisen haasteet. Raportteja 9/2006. STAKES, Helsinki.
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The funding available for standardization is inadequate and partly unorganized.

Measures

Ensuring the availability of resources required for the new functions of national ac-
tors (Ministry of Social Affairs and Health, KELA, STAKES, TEO). Development
of a funding system for national services that the various parties can approve. Sup-
port for migration of regional systems to the national architecture through project
funding.

Ensuring better funding coordination and reform of the project funding system.

4.3 Coordination and steering

A new, permanent steering system will be set up on the basis of the new legislation, which will de-
termine the roles and responsibilities of national actors. The role of the Ministry of Social Affairs
and Health in steering information management in the health care and social welfare sectors will
be strengthened. KELA maintains national electronic archiving of patient records and a national
prescription database. STAKES is responsible for maintaining the national code service, and TEO
for maintaining the certification service for health care professionals.

The functions of the Ministry of Social Affairs and Health in implementation of the national
information system architecture are as follows:

1.

Managing overall steering of the process, for example by taking responsibility for
steering national development projects and information system services provided at the
national level

Managing the drafting of legislation

Managing preparation of the central government budget and steering of the principles
underlying the service-financing mechanisms

Governing the preparation and maintenance of national guidelines by commissioning
expert assistance

Assuming responsibility for the national health care data security policy and its imple-
mentation

Assuming responsibility for steering the information system architecture, for example
by supporting the migration of regional systems to the national architecture

Managing communications

Managing the strategic steering of information management in the social welfare and
health care sectors together with other ministries (including local and central govern-
ment IT units, Kuntal T and ValtIT)

Assuming responsibility for international strategic cooperation



An advisory board will be set up at the Ministry of Social Affairs and Health to discuss issues
of principle in information management, the implementation of national information system serv-
ices, and harmonization and development of the information systems currently used by health care
organizations. The Government will appoint the members of this advisory board for a fixed term.
The advisory board will represent major interest groups in national information system services
and will be responsible for the approval procedure for the codes and classifications required.

Measures

A steering model for various interest groups will be jointly created, with a view to
clarifying and networking the roles, duties and responsibilities of the various expert
organizations. This will require, among other things, redefinition of the functions of
agencies and institutions in the administrative branch of the Ministry of Social Af-
fairs and Health in a sustainable, long-term way.
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5  FUTURE PROSPECTS

5.1 Mobility of patients, professionals and services nationally and within the EU

With the advent of local government reform and service structure reform, municipalities and hos-
pital districts will be introducing new procedures and new administrative structures. Municipali-
ties will be encouraged to merge. Municipalities can also set up intermunicipal authorities. The
aim is for every basic health care unit and its related social welfare services to have a population
base of at least 20,000. Special medical care and services for the disabled will be provided on a
population-base basis corresponding to the hospital districts. Some specialist procedures will be
centralized nationally. Introduction of these new models of cooperation and distribution of duties
requires the underlying information systems to function smoothly.

Doctors are entitled to practise anywhere in the country. Telemedicine services support the mo-
bility of doctors. There will be companies renting out doctors, and some health centres will use
these services when organizing their on-call duty rosters. The patient’s right to choose a service
provider will probably change in the future. In view of the jurisprudence of the European Court of
Justice, this has already happened in certain cases involving the procurement of services from an-
other Member State.

There is a trend at the EU level towards a Europe-wide health care market. Doctors already
have the right to practise anywhere in the EU. Access to electronic patient records is an enabling
factor for this kind of mobility.

The social security regulations of the EU (1408/71 and 574/72) enable patient mobility. The
aim is that it should be possible to verify electronically in one EU Member State that a patient has
a valid insurance policy in another Member State. At the same time, electronic forms are being in-
troduced. In the long term, the Commission will be promoting the harmonization of electronic pa-
tient record systems so that it will be possible to transfer not only billing data but patient data too
in cases of cross-border medical care.

The use of electronic health care services (e.g. consultations) in Europe is becoming more
common. Therefore, we need common principles on compensation for transnational use of elec-
tronic health care services.

5.2 Standardization and certification of information systems

At the 2006 eHealth meeting in Malaga, the EU Ministers of Health and the US Secretary of
Health called for the certification of health care information systems in the future. Finland’s policy
agrees with this.

During 2007, the Ministry of Social Affairs and Health is to supervise the drafting of certifi-
cation requirements for health care information systems with regard to compatibility, information
security and privacy protection.

In addition to national efforts, the functioning of international standards must be monitored.
This is being done for instance by Integrated Health Enterprise (IHE). Finland supports the found-
ing of a European IHE organization and is interested in participating in its work. It must be decided
at a national level how participation in standardization can be provided for on a long-term basis.



5.3 Finland’s participation in international eHealth cooperation

European eHealth cooperation operates on a voluntary basis, i.e. through open coordination. The
problem in Finland has been that, in the absence of permanent appointments with responsibility
for eHealth, there has been no national coordination of participation in this cooperation, which has
instead been random and dependent on the initiative of a variety of bodies. There has been Finn-
ish participation in the Commission’s eHealth groups and sub-groups (Ministry of Social Affairs
and Health, STAKES), in EHTEL (STAKES), in EU IST projects (e.g. STAKES in the eHealth
ERA project), the EU eTEN project (Netcards, KELA and STAKES), cooperation in WHO classi-
fication (STAKES), cooperation in standardization (STAKES and the HL7 Association), and Nor-
dic cooperation (Ministry of Social Affairs and Health and STAKES). Also, universities have ex-
tensive international contacts, and there are TEKES projects with international networks of their
own.

The basic principle is that the Ministry participates in political and strategic preparation. Ex-
pert bodies (KELA, TEO, STAKES) participate in international cooperation in accordance with
their national responsibilities. The Ministry should organize coordination of international coopera-
tion and improve information exchange so that the various actors can promote jointly agreed ob-
jectives in the international arena. At the same time, sufficient resources for international coopera-
tion must be secured. This cooperation can be achieved for example by setting up an international
cooperation division under the future advisory board.
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